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ITPABUMJIA 3A BE3OITACHOCT HA YYEHUIIMTE B KOMIIIOTBbPHATA MPEXA B
YYUJIUIIETO U B UHTEPHET

[Tpuern ¢ [Tpotokon Ne P/1-14-23/12.09.2025 r. ot 3acenanue Ha [lemarorudeckus ChBET, YTBBPICH
cbe 3anoBen Ne PJ1-07-1129/12.09.2025 r. Ha nupekTopa Ha YUUIIUILIETO.

Te3n npaBmia ca paspaborenu ot JIbp:kaBHATA areHUHs 32 3aKPHJIa HA JETETO, B
napTHbopcTBo ¢ I'1aBpHa nupexnus ,,bop0a ¢ opranusupanara npecrsnioct”, Hannonanen
LHEeHTHP 32 0e3omaceH MHTepHeT, MUHHCTEPCTBO HAa 00pa30BaHMeTO U HAyKaTa, Pernonasno
ynpaBJieHHe HA 00pa30BaHUETO, PHKOBOAMTEIHN HAa o0pa3oBaTeJHH HHCTHUTYHHH OoT Cblo3a
Ha paloToaaTe/iMTe B CHCTeMaTa Ha HapoaHaTa npocsera B bbiarapus, CapyxeHnero Ha
AUPEKTOPUTE B CPeIHOTO oOpa3oBaHue HA Penybdimka bbiarapusi u npujiokumMu BbB BCSIKa
o0pa3oBaTe/IHA HHCTUTYIHUS.

ILesnTe HAa MpaBuJaTa ca aa ce:

. rapasTipa MNpaBOTO Ha YYEHHMIHMTEe HAa JOCTBI [0 MOJAXOASINA
I/IH(l)OpMalll/lﬂ U MAaTEpHUAJIHd B MpeEKaTa,; * OCHINECCTBU IPEBCHIUA H CHHTE3MPA HA €1HO
MACTO HH(])OpMalII/[SITa 342 OIMMACHOCTUTE B HHTECPHET,

. NPeJ0CTABAT KOHKPETHHM HACOKHM 32 3aKpWJa HAa JeTeTo M 0e30macHo
MOBECICHUE B KOMIIIOTHPHATA MPEKA B I€ETCKaTa rpaiuHa U B YUYUJIUIIE U B HHTEPHET

® HOZIOﬁpl/I KoopAMHAIUMATA U OTroBOPHOCTHUTE HAa Y4YaCTHHUIMUTE u/nJim
BCHYKH 3aHHTEPECOBAHU CTPaHM.

OTroBopHOCTTa 3a rapaHTHpaHe IpaBaTa Ha JelaTa W 3alldTa Ha TEXHUTE HWHTEPECH €
CIOZIETICHa OTTOBOPHOCT MEXIY CEMEICTBOTO, OOIIECTBOTO U IbpiKaBaTa, Ype3 HEMHUTE OpraHu U
WHCTHTYIWHU. BhIpekn TOBa, Ta3W OTTOBOPHOCT € paslpeiesieHa, KaTo TS ce IMaja MPUOPUTETHO Ha
CEeMEHCTBOTO, MO-CIIEUAIIHO Ha POIUTENUTE, HACTOMHUIUTE, TIONEUYNTEUTE WIKA APYTUTe JINIA,
pH KOUTO JETETO € HACTAaHeHO, ToraBa Koraro € Owia mpeampuera MspKa 3a 3aKpuia Io



OTHOIIIEHUE Ha Hero. OTYUTalKKU TPyAOBaTa AHTAKUPAHOCT HA POAUTENIUTE, B HIKOU OT CIy4auTe
Y TPYAHOCTUTE, KOUTO U3MHUTBAT B OTTJICKIAHETO M BH3MUTAHUETO HA JIETETO, B OCHOBOIIOJIATAIITHS
MEXIyHApOJCH aKT 3a rpaBara Ha jierero, Kousenmusta Ha OOH 3a npaBara Ha A€T€TO, KaKTO U
B peadila HOPMAaTHBHHM aKTOBE OT HAIMOHAIHOTO HHM 3aKOHOJATENICTBO, € IIOCOYEHO Kak
00IIECTBOTO, COIUATHUTE U 00Pa30BATEITHUTE HHCTUTYIIMH, W JbPiKaBaTa M3IIBJIHABAT TE3U CBOH
OTTOBOPHOCTH 32 OKa3BaHE Ha aJIcKBaTHA IMOAKPENa Ha CEMEHCTBOTO, 3a 3aKpHia Ha JIETETO H 3a
3aIllUTa Ha HETOBUTE IIPaBa M HHTEPECH.

Coranacno Konenuusta Ha OOH 3a npaBaTa Ha A€TETO, pOAUTEIUTE UMAT IIbPBOCTEIICHHA
OTTOBOPHOCT 32 OCHUTYpSIBAHE BHCIIUTE HWHTEPECH Ha JETeTO Ja ObJaT MhPBOCTEIEHHO
choOpakeHue. Ponurenure wim, criopest ciryvasi, 3aKOHHUTE HACTOMHUITU, TIOTICYNUTETH WA JPYTH
JULa, MPU KOUTO AETETO € HACTAHEHO, HOCSAT OTTOBOPHOCT 3a OTIVICKIAHETO M Pa3BUTHUETO HA
JIETETO.

JIbpkaBara, upe3 HEWHHUTE OpraHd, TPSAOBA Ja NpearpueMe MOAXOIAIIM CTHIIKH, 3a Ja
MOAKPENHU POIUTEIUTE MPU U3IMIBIHCHUETO Ha TEXHUTE OTTOBOPHOCTU. AKO HAKOHM POAMTENIN HE
MOTaT WIH Ce 3aTPyAHSIBAT, TO B TE3U CIIydad CE€ HAMECBAT OTTOBOPHUTE JbP>KABHU UWHCTUTYIIHH,
3a J]a OCUTYpST CIIa3BaHETO Ha IpaBaTa Ha JETETO M 3aJI0BOJIIBAHETO HAa HETOBUTE HYXKIU.
3agbiKeHUE Ha Ibp)KaBaTa € OCUTYPSIBAHE Pa3BUTHETO HA MHCTUTYIIMH, 3aBEACHUS U yCIyru. B
Ta3u BpbB3Ka poJsATa Ha 00pa3oBaTETHUTE MHCTUTYIHH € U3KIIOUUTEIHO Ba)KHA W KIIOUoBa. Te
MOTar J1a JIoNpuHecaT 3a 00y4eHHETO U IPEBEHIMATAa HA PUCKOBETE HE CaMO HAa YYEHUIIUTE, HO U
Ha POJUTENNTE, KaTo MO TO3M HAYMH MOTaT Jla MMaT JBOWHA MoJ3a 3a yueHuuure. B tasu mocoka
HACTOSIIIUTE TIpaBWia, aBaT OCHOBHU IO3HAHHS 3a OMACHOCTUTE, KOUTO KPUE BUPTYATHOTO
MPOCTPAHCTBO C 1] OCUTYpsABaHE 3aKpujaTa Ha YYEHHKA OT BPEIHHU 3a Hero uHdopMmawus,
MaTepUaIf U KOHTAKTH.

OcHOBHUTE NPUHIMIHU 32 paboTa B KOMIIOTbpHATa MPEXa B YUUJIUINE U B UHTEPHET ca:

1. PaBeH mocThI Ha BCUYKH JIella U YUEHUIH;

2. 3ammra Ha Jenara U YYCHHUIUTE OT BPEIHO WM HE3aKOHHO ChIbpXKAHHE U
uH(pOopMaIlKs KaTo: caMOHapaHsBaHe, THPTOBUS C HAPKOTHIIM, Xa3apT, IpoIaraHiupaHe Ha
BpEIHU M OINACHU HABUIIM U JCHCTBUA KaTO aHOpPEKCHs, Oymumus, mnopHorpadus,
TOJIepHpaHe Ha pa3NnuYHu GOPMH Ha HACUIIHE, IPOTIOBSIBaHE HA TEPOPU3HM, ETHHUECKA U
peIUTrHo3Ha HETOJIEPAHTHOCT, CAMOYOUNCTBO U Jp.;

3. 3aunTaHe W 3anIUTa HA JIMYHATA HEIPUKOCHOBEHOCT;

4. TloaroroBka v KOHTPOJ HA YYEHHUIIUTE 3a OE€30MACHO U OTTOBOPHO MOBEJIEHNE
OHJIaliH;

5. CohTpymHHUYEeCTBO B AyX Ha TOJNEPAHTHOCT U JOOPOHAMEPEHOCT MEXKAY
VUUIIUIIETO U POIUTENUTE/HACTOWHUIINTE.

KomnioTbpHaTa Mpeka B yYHIIUILE C€ U3II0JI3Ba B ME€JarOTHYECKUTE CUTYallud U y4eOHU
4JacoBe caMo 3a oOpa3oBaresHu nenu. L{smata mpexa o0xBalla KOMIIOTPUTE, CBBP3aHU ¢ KaOeIHU
u/unn O€3KUYHU BPB3KH, CUTYUPAHU B KOMIIOTHPHUTE KaOWHETH, OOOpYABaHM KIACHM CTau U
aJIMMHHUCTPAaTUBHUTE IIOMEILEHUs Ha oOpa3oBaTelHaTa MHCTUTYLHS, KAaKTO W ycTpoWcTBara
(mepcoHaHu cMapT(HOHM, JIANTONU U TabJIeTH) ¢ OE3)KUYEH AOCTHII 10 UHTEPHET.

Y4yenuuuTe UMat MpaBo Ha:
1. PameH gocThm 10 MpekaTa Ha 0Opa3oBaTEIHATA MHCTHTYIUA, C M3KIIOYEHUE Ha
KOMITIOTPUTE B aAMUHUCTPATUBHUTE TOMELIEHHUS.



2. Paborta c ycrpoiicTBaTa (KOMIIOTPH, JIANITOIU U Ta0JIETH) B MpeXkara ¢ IoJIKpenara
Ha MeJarorn4yecku CrenuaincT.

3. OOyuenmue 3a 6€3011aCHO U OTTOBOPHO IIOBEJICHUE B MpeKaTa Ha 0Opa3zoBaTeIHaTa
WHCTUTYLUS M B UHTEPHET.

4. HMudopmanus 3a mpaBuiiaTa 3a padora B Mpexara.

5. Curypna nudpoBa cpeqa B AeTcKaTa rpaiHa U YIUIHUIIETO.

6. Ilon3BaHe Ha MOOMJIIHMTE CH YCTPOMCTBa M3BBH yuyeOHHMA Mnpolec (IoYuBKaTa U
MEXy4acHusara), a Ipyu U3PUYHO yKa3aHHE HAa YYUTENI — U B Y4eOHHs Yac/meAarormyeckara
CUTYyallUs 3a LIeJIUTe Ha y4eOHMs MpoLec.

BAKHO! IlpaBuiara 3a O0e3omacHa pa0ora B MHTEPHET, KOMTO YYEHHIIUTE Ca
3abJI’KEHN /12 CMAa3BaT, ce MOCTABAT HA BUIHO MACTO B 00pa30BaTeIHATA HHCTUTYLHS,
KAKTO U B KOMIIOTbPHHUTE KA0MHETH, Taka U Ha caiitTa Ha y4ywiuieTo. B HavamoTto Ha
yqe6HaTa roauHa 10 IIOAXOSII] Ha4YuH BCHUYKHU YUCHUIU n TEXHUTC
POIUTENN/HACTOMHUIIN/TIONEYUTENH CE 3aM03HaBar ¢ TaX. [legaro3ure nepuoinyHO HATOMHSIT
34 TAX U 3a CUTYPHOCTTA B UHTCPHCT B MOAXOIAIINA (1)OpMI/I n I[GﬁHOCTH, B KOUTO C€ BKJIIOYUBAT
YUCHUIUTEC U POAUTCIINTC UM.

Yacrt I. OTroBopHOCTH HA PHKOBOANTEINTE HA 00pa30BaTeTHUTE HHCTUTYIIMH, HA
npogecnonaaucTuTe, padoremy ¢ y4eHMUM H ¢ MHGPOPMANHOHHO-KOMYHUKAIMOHHH
TexHoaorumn (UKT)

Jupextopst Ha I[IITIYE ,,Ex3apx Mocud® rp. Pasrpan:

1.  Opranuzupa AeHHOCTTA IO U3II'BJIHEHUETO Ha TE3U MpaBUIIa, U OCUTYPsSIBA JOCTBII
70 KOMIIOTbpPHATa Mpexka, e()eKTUBEH M MOCTOSHEH KOHTPOJI, IUIAHUPAHETO Ha MEpPKU IO
OpraHM3alysTa 3a clia3BaHe Ha MpaBuiIaTa 3a paboTaTa Ha Jelara U yYeHULUTE B MpexaTa u
3aIUTa OT BPEIHO MM HE3aKOHHO ChIABP)KaHUE B UHTEPHET.

2. OcurypsiBa mpH TEXHHYECKAa BB3MOXKHOCT HpocieAsBaHe Ha Tpaduka,
OCBIIECTBSIBAH Upe3 MpekaTa Ha 00pa3oBaTesIHaTa HHCTUTYLIMSL.

3. llpu xoHCTaTHpaHe Ha CiIydad Ha KHOEPTOPMO3, HE3aKOHHO CBHABPKAHHE WU
MOBE/ICHUE B MpekaTa Ha oOpa3oBaTelHaTa WHCTUTYLMS W/WIUM B WHTEPHET YBEIOMsIBA
He3a0aBHO KOMIETEHTHUTe opranu — Jupekuus ,,CoumanHo moAmomaraHe”, 1o
MecTornpeOuBaBaHe Ha JeTeTo u ['maBHa nupekuus ,,bopOa ¢ opranusupanarta npecTbIHOCT ,
crienuanu3upanuar otaen ,,KubepnpecrsnHoct Ha MBP. B Te3u ciydanm okasBa HYXHOTO
ChJIECTBUE Ha KOMIIETEHTHUTE OPT'aHHU C 1[€J1 YCTAaHOBSIBAaHE HA U3BBPILIUTENUTE U NPEANpuemMa
MEpKHM 3a IPOTUBOAEHCTBHE M NPEMAxBaHE HAa CHOTBETHOTO ChIBbpP)KAHUE OT MpekaTa Ha
oOpa3oBaTenHaTa MHCTUTYLMSA. Moke /1a ojTyyaBa U KOHCYATaHTCcKa momouy oT Harmonanuus
LEHTHP 3a Oe301MaceH HHTEPHET.

4.  OpraHu3upa B HA4aJIOTO Ha BCsKa yueOHA roJMHa 3aro3HaBaHe Ha YYCHHUIIUTE U
POIUTENNTE/HACTOMHUIINTE ¢ TIpaBMIIaTa 3a Oe3omacHa paboTa B Mpexara.

5.  OcurypsiBa OTrOBOPHO JiHIle (CAYKUTEJT MM HAET BBHIIEH CHEUHAJINCT),
KO€TO 12 M3NbJHABA GYHKIMHUTE HA CHCTEMEH aAMMHHUCTPATOP.

Yuurenure, negaroru4ecKuTe CenuaJIuCcTy U pbkoBoauTeUTE M0 Hanpasjaenne UKT
npu III'TTYE ,,Ex3apx Hocud ca mibxHu aa:



1. PazscusBar npaBuiaTa 3a 6€30MaCHO U OTTOBOPHO TOBEACHUE MPpU paboTa B Mpexara
Ha oOpa3oBaTeIHaTa MHCTUTYLHS U B MHTEPHET.

2. OcsblecTBsABaT MOCTOSHHO HAOJIOJIEHUE U KOHTPOJ BbpXYy paboTaTa Ha YYEHULUTE B
MpexaTa Ha 00pa3oBaTeIHaTa MHCTUTYLHS B y4€OHO BpeMe.

3. Ilpeanmpuemar He3a0aBHM MEpPKH 3a NMPEYCTAHOBSBAHE HA JOCTHIIA HA YYEHHUIIUTE IO
HE3aKOHHO U BPEJIHO ChIbPKAHUE B MPEKaTa.

4. VYBenomsBar He3a0aBHO JMPEKTOpa HA YYMJIMILIETO MPH HAapyIIaBaHE Ha MpaBHJIaTa,
cllyyad Ha KUOEpPTOpMO3 WJIM IPU YCTAHOBSIBAHE HAa HE3aKOHHO M BPEAHO ChABPIKAHUE WIIH
IIOBE/ICHHE B MpeEXKaTa.

5. OxazBar moakpena Ha YYEHHUIM — OOEKT Ha KHOEpTOpPMO3, 4Ype3 IbpBOHAYAIHA
IICUXOJIOTHYECKA IMOJKpeNna OT YYMJIMIIHHUS ICHXOJOI, Ype3 pa3roBOp OT CTpaHa Ha IeJaror B
YUUTHUIIETO 32 CHH)KaBAHE HA HAIPEKEHUETO Y YUEHUKA.

6. Curnammupar npu ©HeoOxomumoct [upeknus ,,ConuanHo moamoMarane’ 1o
MECTO)KMBEEHE Ha yYEHMKa C IIeJ1 OLICHsABaHEe Ha HYXKJaTa OT HACOUYBAaHE KbM COLIMAIHU YCIIYTH 32
OKa3BaHe Ha MocJieiBalla MMoAKpena.

Cucremuuar aamunucrparop (cmyxurten B [II'TIYE ,Ex3apx ﬁocmb“- HAa3HAYEH ChC
3aroBe/l Ha TUPEKTOPA):

1. OcwurypsiBa obmara 6€30mMacHOCT U QYHKIIMOHATHOCT HA MpeXxara.

2. llpeanara m mpuiara MEpKH, OTpaHHYABAIIX JOCTHIIA HA YYCHUIIUTE 10 BPEAHO WU
HE3aKOHHO ChAbP)KaHUE U TIOBEJICHUE B HMHTEPHET B ChOTBETCTBHUE C ICWCTBAIIOTO 3aKOHOAATEIICTBO
Ha Peny6nuka bbarapusi.

3. U3BppuiBa mepHoAWMYEH Nperiea Ha KOMIIOThpHATa Mpeka Ha oOpa3oBareiHara
MHCTUTYIUS 32 HaJU4he HAa Bb3MOXXHM 3aIUlaXd U PUCKOBE 32 CUTYPHOCTTa HA YYEHUIUTE IpPU
paboTa B MHTEpHET.

4. Cnemu Ttpaduka, OCHIIECTBABAH 4Ype3 KOMIIOThbpHATa Mpexa Ha oOpa3oBareiHara
WHCTUTYIIHSL.

5. Ilpennpuema He3ab0aBHM MEpKHM 3a IPEYCTAHOBSBAHE Ha JIOCTHIIA HA YYEHHUIIUTE IO
HE3aKOHHO U BPEIHO ChAbPKAHUE B MpeXkKaTa.

6. VYBenomsBa He3a0aBHO AMPEKTOpa Ha YUYWIMIIETO HpU ciIydad Ha KUOEpTOpMO3,
HapyllaBaHe Ha MpaBHJIaTa WIKA MIPU YCTAHOBABAHE HAa HE3aKOHHO ChIbpXKAHHE WJIM MOBEJCHHUE B
MpexKara.

7. CppaeiicTBa 3a yCTaHOBSIBaHE HA M3BBPIIUTEIN Ha KHOEPTOPMO3 U TMpHUiIara MEpKH 3a
OorpaHMYaBaHe Ha TaKWBa CIy4yau.

Yacr I1. IIpaBa u 0TTOBOPHOCTH HA pogUTeIHTE’

PoauTenuTe nMar npaso aa:

1. TIlomyuaBaT MH(pOpMALUS 32 PUCKOBETE M 3aIUIaXHUTE 32 0€30MaCHOCTTa Ha TEXHUTE
Jietia Ipy padoTa B UHTEPHET B YYWIINIIETO U BKBIIIH.

2. bbaar cBoeBpeMEHHO MH()OPMHPAHU, aKO JETETO UM € OOEKT Ha KHOEpTOpPMO3 B
YUWINIIETO.

3. YuacTBar CBBMECTHO C PBKOBOJCTBOTO Ha 0OOpa3oBaTellHATa WHCTUTYIHS TIPH
paspelaBaHe Ha BCEKH KOHKPETEH Mpo0iieM, CBbpP3aH ¢ HapyIlllaBaHe Ha MpaBUiiaTa OT CTpaHa Ha
TEXHHTE JIe1Ia.



4.  VYwyacTBaT CbC CBOU NPEUIOKEHMS B ONPEACISHETO HA MpaBUaTa U MEPKHUTE 3a
0€30I1acHO M3MO0JI3BaHE HA UHTEPHET B YUMIIULIETO.

5. Tonmyuar mapOpMaIms 3a WHPOPMAIMOHHO-CUTHAIM3AIMOHHN TIAT(HOPMU KaTO
www.gdbop.bq; www.cybercrime.bq; Www.spasidete.com; www.safenet.bqg;
www.facebook.com/bgcybercrime.

PoauTesinTe HOCAT OTTOBOPHOCT Ja:

1. TlomorHar AeTeTo CH Ja W3rpagd YMEHHS 3a OHJIAiH oOllyBaHe M 0GE30MaCHO
U3I0JI3BaHE Ha UHTEPHET.

2. OcpliecTBsIBaT MOCTOSHEH KOHTPOJI 38 CUHTYPHOCTTA Ha JICTETO CH B MHTEPHET.

3. IIposBsBar MHTEpEC KbM aKTHBHOCTTA HA JETETO CH B MpPEXara, BKIIIOYUTEIHO U
Ch3JIaBaHETO Ha MPO(WIA B COLHUATHM MPEKH M PETHCTpAllMd B CATOBE W MOOHIIHH
NPUIIOKEHHS, KAKTO U JIa Pa3sICHAT MOCIIEACTBUATA OT Ch31aBaHETO H/WIIHM Pa3IPOCTPAHECHUETO
Ha OTIPEJICIICHO ChIAbPIKAHUE.

4. Tlpu ycTaHOBsIBaHE, U€ JIETETO MM € )KEPTBA HAa KHOEPTOPMO3, JIa CHTHAIM3UPAT Ha
oraen ,,Kubeprnpecrsnnoct” kbM ['1aBHa qupekiys ,,bopda ¢ opranu3upanaTa NpecTbIHOCT”
(http://www.cybercrime.ba/bq), WIH Llenrnpa 3a Oe3omaceH HHTEPHET
(https://www.safenet.bg/), kakTo u mMorar ga motTbpcsaT chaciicrBue oT dupekius ,,CoruaaIHo
HOJIOMAarane* o MECTOKMBEEHE Ha JIETETO C L€ OKa3BaHEe Ha IICHXOJIOTMYECKa MTOJKPena Ha
nereto. B To3m ciyuaii TpaOBa 1a yBEIOMAT? U TUPEKTOPa HAa 00pa30BATEIHATA HHCTHTYIIUS.

5. C’bXpaHﬂBaT 3ApaBCTO Ha ACTCTO, KATO MPOCICAABAT BPEMCTO 3a U3IIOJI3BAHC HaA
HHTCPHCT.

6. YBegomsT AUPCKTOpa Ha 06pa30BaTenHaTa HHCTUTYLIUA, KOIraToO HM CTaHC
MN3BECTHO, Y€ ACTCTO UM € 00CKT Ha TOPMO3 OT APYTro ACTEC, C KOCTO € B €AHO U CHIIO YUUIIUIIIC.

Yacr 1. O01mm npaBu/ia 3a 6e30nacHo 001yBaHe B HHTEPHET 32 yYeHULUTe

KaTo Y4eHHK CbM JJIbKEH JIa CIa3BaM CJEIHUTE NPaBUIa. AKO ce 3aTPYJAHABAM B TAXHOTO

pasoupane, MOra Jaa 1moJy4a noaKpena oT poauTes WM 0T VIUTeEJ, 32 1a MU 0bIAaT 00SICHeHH:

1. Jla He nmaBam iuuyHa WHGOpMAIUs: UMe, aJpec, Mapojia OT E€NEeKTPOHHA TMOIIa,
po¢ I B COIMAITHA MPEKa, INYEH TeJaeQOoHEH HOMED, YUMIHIIETO, B KOETO Y4a.

2. Jla He naBam wH(pOpMAIUS 32 MeCTOpadoTaTa WK JIUYCH U CITy)keOeH TenehoHeH
HOMEP Ha POAUTCIINTE, H&CTOﬁHI/IHHTe, 6J'H/ISKI/ITC, MNPpUATCIIUTE, CBYYCHUIIUTC U ITIO3HATUTC CU
0€e3 TAXHO pa3pelIeHHe.

3. la He m3mpainaM U Ja He KayBaM OHJIAH CBOM CHUMKH W BHJIea, O3 IpeIn ToBa
Jla € 00CBHJICHO U B3€TO PEIIEHUE C POAUTEINUTE MH.

4. Jla He w3mpamiaM W Ja HE KayBaM OHJIAWH CHUMKHM M BHUJ€a HA MPUSTEINH,
ChYUYEHUIIH, POJTHUHH, YIUTEIIH, OJU3KH, ITO3HATH | JIp., 0€3 Ipean TOBa J1a € 00CHICHO C THX,
a B CIIy4aumTe, KOraTo ce Kacae 3a MOM MpHATENd, ChyYeHUIH, a € ChIIaCyBaHO OT TAXHA
CTpaHa U C POJUTEITUTE UM.

5. Jla He oTroBapsiM M Ja HE OTBapsM NMpUKadeHH (aijoBe Ha €IEKTPOHHA IIOIIa,
MOJIy4eHa OT HETO3HAT nojaTel. T MoKe J1a ChIbpiKa BUPYC WM JpyTa 37I0BpeHA IIPorpama,
KOSTO Ja YBpeOu KOMIIOThpa/TenedoHa/Tadiera Wiau Ja IO HANpaBH YsI3BUM 3a BBHHIIEH
JOCTBII.
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6. llle ce mockBeTBaM C POAUTENUTE CH/YIUTEN, MPEIU Ja CBAJS WIA WHCTAIAPAM
HOBAa Mporpama/TpuIoKEeHNe Ha KOMITIOTHD, TeledoH, TabJieT, KaKTO M HE TpaBs HUIIO, KOETO
MOXe€E JIa YBpEIu KOMITIOThbpa WM 4pe3 JAJeHO JCHCTBUE Ja C€ Pa3KpHUAT JaHHU 3a MEH U
CEMEUCTBOTO MH.

7. Hemara, xouTo mpaBsi B HHTEPHET, HE TpsAOBa Ja BPEAAT Ha JAPYTd XOpa WiIH Ja
MPOTUBOpPEYAT HAa YCTAHOBEHUTE MPaBUiIa (4acT OT TSIX Ca YPEJEHHU B 3aKOHU ).

8. U3BectHO MU e, ye € 3a0paHEHO Jla ce M3I0JI3Ba UYKIO MOTPEOUTEICKO HME,
rapoJia u eJIeKTPOHHA IOola.

9. la He nuima ¥ J1a HE KaYBaM HUIIO, KOSTO MOKE J]a € OOUIHO WJIM YHH3UTEIHO 32
MEH WIH 3a IpYTH Xopa.

10. HeszabaBHo nHpOpMUpaM Bb3pacTeH (POIUTEN, YIUTEN, JUPEKTOP, NETArOTHICCKU
CHBETHHK), KOTaTO TIOMa{Ha Ha MaTEepPHUai, KOUTO M€ KaparT Jia c€ YyBCTBaM HEYIOOHO WK Ha
MaTepuaal C BPEJHO WM HE3aKOHHO ChAbpIKAaHHE, KOETO MOxe Aa Obae mopHorpadus,
MIPOTIOBSIBAHE HA HACUJIUE U TEPOPU3BM, ETHUUECKA M PEIIMTHO3HA HETOJIEPAHTHOCT, ThPTOBUS
C HAPKOTHIIH, Xa3apT U Jp.

11. Jla He oTroBapsM Ha CHOOIIEHUS, KOUTO Ca OOWIHH, 3aIUTAIIUTEIIHN, HSIPUITHIHU
WJIM Me KapaT Jia ce 9yBCTBaM Heyno0Ho. MHbopMupam poauTenuTe Cr/KIIacCHUS PHhKOBOTIUTEIL,
YUUTEN, AUPEKTOP, MEAATOTUYECKU ChbBETHHUK 32 TaKHBa ChOOIIECHUSI.

12. Ako HSKOI Me O0MXJa WM TOPMO3H OHJIAiH, HE oTroBapsiM. /lokiaaBaM ro Ha
OTTOBOPEH BB3pACTeH (POAUTEN, YUUTEIN, TUPEKTOP, IeJarorMuecKy ChbBETHUK). Mora u cam 1a
JOKJaJBaM, Karo T[0JaM CUTHaJI Ha CcaMdsg CalT WiIM Ha I[IOCOYEHUTE aJIPECH:
www.gdbop.bg;www.cybercrime.bg;www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro 61oxkupam. [o6pe ¢ na HampaBs
BE/Hara €KpaHHa CHUMKa (CKPUHHIIOT) HAa CHOTBETHHUS PA3rOBOP WIIM ChAbpPXKAHUE KaTO
€JIIEKTPOHHO JI0OKA3aTeJCTBO, KOETO MpefaBaM Ha OTTOBOPEH BBH3PACTEH (POAUTEN, YUHTET,
JTUPEKTOP, MEarOTHYECKU ChBETHHK).

13. BummaBawm, korato pasroBapsm B 4aT. [lomas mpaBuio Nel: gye xopata oHJIaiiH He
BHUHATH Ca TE€3H, 32 KOUTO Ce MPEICTAaBAT U MOTAT J1a ThPCAT OMpeeneHa nHhopMaius, ¢ KosiTo
J1a 3JI0ynOTpeOsT ¢ MeH WiH ¢ Apyrute xopa. [IpaBuno Ne2 e ye He npaBs HUIIO HA IPYT YOBEK
B MpeXkaTa, KOETO HE MCKaM J1a MU C€ CIyYd U Ha MEH.

14. Axo ce ciyun ga nomnajHa Ha WHGOpMAIUs WK APYTro ChabpkaHue B Mpexara,
KOETO HE MH XapecBa WIM Me IUIallld MO HAKaKbhbB HAYWH, MOra Ja MoJaM CHTHal Ha
JeHOHoIHaTa 1 Oe3ratHa Harmonannara tenedonna nuaus 3a aena 116 111, Ha otaen

»Kuoepnpecrbnuoct* va I'JIBOIT (http://www.cybercrime.bg/bg), na I{enTspa 3a 6Ge30macen
MHTEpHET Ha anpec: Www.safenet.bg, nmu na Texuus tenedon 124 123, wim npe3 yaT-mMoxyna
Ha www.safenet.bg .

15. He tps6Ba qa mpuemam cpemry C JIMia, ¢ KOUTO ChbM C€ 3alo3Hajl/a B MHTEPHET,
OCBEH CJIe]] ChITIaCUeTO Ha poauTenuTe My. [ToMHs, 4e XopaTa, ¢ KOUTO Cce 3all03HaBaM OHJIAiH,
HE BUHATH Ca TE3H, 32 KOUTO ce MpeacTaBsT. OMUTBaM ce BUHATH J1a TPOBEPSIBAM JIaTH YOBEKHT

OTCpellla HAUCTHHA € TO3H, 332 KOTOTO Ce€ MPEJICTAaBs Ype3 MPOBEpKa 10 UMe, UMEI, CHUMKa U
KOHTPOJIEH BBIIPOC, HAa KOWTO OM TpsiOBaio Ja 3Hae OTroBOpa, ako € HaucTUHA To3u. [lpm
ChMHEHHE MOXKe JIa IT0JIaM CUTHAJI WJIH J1a OTHPCs ChBET npe3 caiita Ha LleHThpa 3a Oe3omaceH
uHTepHeT WWW.Safenet.bg.

16. H3znon3Bam HacTpolkuTe 3a 0E30IACHOCT W 3allMTaTa Ha JIMYHUTE JaHHU Ha
COI[MAJIHUTE MPEXKHU, MOOMIIHUTE TIPUIIOKCHHUS U Opay3bpHTe.

17. Wsnoms3Bam QyHKIusATa 3a O6e30omacHo chpdupane. J[a He mocenaBaM caToBe B
WHTEPHET, KOUTO Ca ChC ChIbPKaHUE, HETIOAXOIAIIO 32 ETCKA Ay TUTOPHSL.
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18. W3nons3Bam TpynHU (ABITH, C TTIABHU U MAJIKH OYKBHU, HM(PU U CIIELUAIHYI 3HALH)
Y pa3JINYHU 32 BCEKH CAIT MapoJIH.

19. MH3non3BaMm aHTHUBHpYCHA NpOrpama, KOSTO CJIEABAa PEIOBHO € ce OOHOBSBA.
3aeHO C OTrOBOPHHUTE BB3PACTHHU (POIUTEN, YUUTEIN, AUPEKTOP), MOAIbPKAM IMOCICIHUTE
aKTyaJM3UPaHH BEPCHH Ha BCHUKHU MPOTPaMHU M MPUIIOKEHHS.

20. Axko mom3Bam 00IIM KOMITIOTPH, BUHATH IPOBEPSIBAM Il ChM HM3JIS3BJI/U3IIs371a
oT mpodusia cH, cliesl KaTo CBBPIIM Yaca. B ciydail, ue HaMepst yCTpOWCTBO, HA KOETO JPYyT
YYCHHK € paboTwiI, HO He € 3aTBOpWJI Ipoduiia cu, BexHara mie u3Jisiza 0e3 Ja mperiexaam,
MIPOMEHSIM WIIH A00aBsiM nHpOpManus B IpoQuiia My.

21. TpsbBa na WMaM TMpenBUA, 4Ye KOrato NyOJIMKyBaM HEBspHA M H30IA4YeHa
uH(OpMaIKA 3a APYT YOBEK, JOPH C sICHATa MUCHII, Y€ TOBA € IlIeTa, TOBa MOXKE /1a JOBEJIE /10
370ynoTpeda U 10 HEMPUATHU MPESKUBIBAHUS 32 TO3U YOBEK.

CBbBETU 3A 3IPABETO

3a ma paboTHTEe HAa KOMITIOTBD, O€3 J1a yBpEIuTe CBOETO 31paBe, pelAyBail BPEMETO CH B
OHJIAlH ¥ o(IaifH cpesa, KaTo clia3BaiTe CleIHUTE MpaBua:

3A JJA HE YBPEJIUTE 3PEHUETO CH:
3a 1a He yBpenuTe 3peHHETO CH:
* Pa3CTOSIHUETO MEXIYy OYMTE U MOHUTOPA TPsOBa J1a ObJIe OKOJIO MOJIOBUH METHP;
* Pa3CTOSIHUETO MEKIY OYHMTE U KJIaBUATypaTa Jia Ob/Ie OKOJIO MOJOBUH METHD;
* BBPXY MOHHTOpA HE TPIOBa Jia Momna/ia MpsKa CIIbHUYEBA CBETIINHA;
* He paboTH B CcTasi, KbJIETO MMa CMECEHA CBETIIMHA — CITbHYEBA U M3KYCTBECHA,
* BPEHO 3a OYMTE €, aKO 3a]l MOHUTOPA J]a UMa MPO30perl 0e3 MOPH U 3aBECH,

°3a Ja OTHO4YMBaAT OYHTEC, OT BpPpECMC Ha BPEMC OTMECTBalTE morjeaa OT MOHHUTOpA U
HOFJ'IG)KI[B.IZ Ipe3 1Mpo3opena Ui KbM Haﬁ-ﬂaﬂe‘lHHH Kpaﬁ Ha CTaATa BbpXY AAJICUCH O6€KT;

* eJIMH ITBT B FOJIMHATA POBEPsIBail 3p€HUETO CU MPHU OYEH JieKap (odTaamonor).

IIpu pabora ¢ ki1aBuarypara:

® HC nperLBaﬁ KHUTKaTa, KOoraTro IMHUIIICIII;
* CI'bBail JI€KO MNPBCTUTC HA pbKATA U OTHYCKaﬁ najacuna,

° }106p€ € 1a M3II0JI3Ball KiiaBHUaTypa € KJIaBUIIIW, KOUTO Ca IO JICK HAKJIOH.

IIpu pabdora ¢ muka:

* MUIIKaTa TpSI6Ba Ja 6’[;}16 C pasMEpa Ha AJIaHTa, ® HC ABMXXHW MHUIIKATa CaMO C Iajena u
MaJIKuA IpPbCT,

* IOJI3Bait noaxoaAdaia ImoJJIOXKKa 3a MHUIIIKATa.



Mebeaure

*CTONIBT TpsiOBa na ObAEe Ha KOJIeNNa, C peryiupyeMa BHCOYMHA Ha CeJajikata |
o0JerankaTa, KOsITO TpsiOBa 1a OCUTYpH OIOpa Ha rpbOHAYHUS CTHJIO B 001aCTTa HA KPBCTA,

* OropoTo TpsiOBa 1a ObAe CTAOMIIHO U YyCTOWYMBO Ha BUOPAITUH.

CXEMA 3A YBEJJOMSIBAHE B CJIYUAI HA KUBEPTOPMO3

Ponuren,
HACTOMHUK,
MONEYUTEIL, IPYT
roJjaraii rpuxu

3a JIETETO

Cucremen VYuures, Bb3IUTATEN,
aIMHHHCTPATOP PBKOBOAUTEI
(coryKHMTENI MW BHHIIIEH Haupasnenue UKT, |
L coenwanwer) | JIUPEKTOP, MEAArOrNYECK
CIIELIMATUCT Jupexuns
/ ,,COIIHAIIHO

rnojamnomMarane”




HupekTop O O
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/ I'JIBOII \

Ornen Kubepnpecrpnnoct*
www.cybercrime.bg

ten. Ha LlenTsp 3a

0e30maceH HHTEPHEeT
124 123

www.safenet.bg
Hamwmonanna ten. nuaus 3a

\ nena 116 111 J

KPATBHBK PEYHUK U JOII'BJIHUTEJIHU CBbBETH:

KAUYBAHE U CHOIEJISHE HA CHUMKMUM — CHumMKM WIM BUACO HAa YYECHUK,
POIUTEN, YYUTEI, JUPEKTOP, TICUXOJIOT, ONM3KH, MPUATEIH, MMO3HATH WU HEIO3HATH JIMIA Ca
MyOJIMYHO JOCTBITHU M300paKEHUSI B UHTEPHET, KOMTO MOTaT Jia ca KAYeHH OT POJUTEIIUTE WU
JIpPYTd UIEHOBE Ha CEMEWCTBOTO, WPHUATENHM, CBYYCHHIIM U JAp. Te3u, KOUTO ca TH
CIOJICTTMJIN/KAunIIi B HHTEPHET, MOXeE Jla UMaT U3II0 100pu HamepeHust KbM Hero/Hes. Korarto
ce Kacae 3a CHMMKHM, Ha KOWUTO HE CT€ aBTOp, CHIIUTE HE MOraT Ja ObJaT MOJ3BaHU H
MONyJIIPU3UpaHu 0€3 ChIIacMeTo Ha TeXHUs aBTop. Ho TakoBa chabpkaHuE MOXKE J1a HAKBPHSIBA
JUYHOCTTA U JOCTOMHCTBOTO Ha JHILETO. [IpenopbunTeNnHO € 10 HUKAaKbB MOBO/JI J1a HE CE€ KayBaT
CHUMKH Ha JIeTe, 32 KOUTO MMa U Hal-MaJIKOTO ChMHEHHUE, Y€ MOTaT Jla My HaBpeIAT U O€3 HErOBO
cbriaacue. CrnoAenssHeTO Ha CHUMKH € YECTO CPEIaHO SIBJICHUE B COLMAIHUTE MPEXKH, 3aTOBA
OCHOBHa IpenopbKa € MoJ00HU CHUMKH J1a C€ CIIOJIEISAT CaMO C X0paTa OT CIUCHKA C MPUSITENIN Ha
YOBeKa, KOMTO MCKa Jla Kauyu CHUMKaTa, U olle Mo-1o0pe — caMmo ¢ rpymnara Ha Hai-Onu3Ku
MpHUATENIN OT PeasHus KUBOT. BakHO e, Korato ce CHMMa ChC CMapTQoH, Ja ce€ yBepuTe, ue
CHUMKHUTE HE C€ KayBaT aBTOMAaTHYHO B Mpoduiaa Ha POIUTENS WIM YYCHHKa B CAaTOBE KaToO
WNucrarpam Hanpumep. B npodunnte cu B COIMATHUTE MPEXHU TpsOBa Ja CT€ CUTYPHH, Y€ CTe
HaCTPOWJIN JOCTHITA 10 CHUHMKHUTE CH TaKa, 4e Jia Ce BHKAAT camo OT npustenute Bu. CoioTo ce
OTHACS U 32 HACTPOMKHUTE Ha 0OJAYHU YCIYTH, B KOUTO C€ ChAbPKAT CHUMKH U WH(HOpMAIIHS.

OAJIHINBU HOBUHMU — Co3garenute Ha (paaimBy HOBUHH W3IMOI3BAT TPAJAULIUOHHH
MEIMITHY MTOXBATH 32 MPUBJIMYAHE BHUMAHUETO HA YU TATENS, HAIPUMEP MPOBOKUPAIIH 3arjaBHs,
HO YCHsiBaT Ja ro 3a0iydsT W Jla TO Hakapar Ja MOBspBa, 4e WH(OpMalUATa, KOSTO YeTe, €
MCTHUHCKA.

Kak na pasno3naem ¢ajiuBuTe HOBUHH:

* [IpaBeTe paznnka MKy XyMOPUCTUYHU U CEPUO3HU HOBUHAPCKU CaTOBE. 3anuTanTe ce —
MO3HAaBaTe JIM MeAUsiTa U uMmate Ju U aosepue? IlpoBepere nanu 3arjaBUETO, KOETO YECTO €
Fp’bMKO 1 IIOMIIO3HO OTFOBapH Ha C’bI['bp)KaHI/IeTO Ha HOBHHATA,
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* [IpoBepere naiu XKypHAJUCTBT € MOCOYMI KOHKPETHO HM3TOYHMKA HAa MH(POpPMALUS WIH
nHpopmanuara ce Oazupa Ha Jpyra crarus. [IpoBepere nanu OCHOBHMAT M3TOYHHMK Ha
uHbopManusa € JOCTOBEpeH. BuHarm mornexjpaiiTe Ha4yaqoTO WM Kpas Ha CTaTUATA, KBIETO
OOMKHOBEHO € IOCOYEH W3TOYHUKBT Ha MHGpopMmauus. AKo ce kKacae 3a MH(popMalus, KOsTO
MIPOU3JIM3a OT AbP’KaBHA MHCTUTYLIMS, IPOBEpeTe ouInanHaTa if crpanuia aanu gurypupa tazu
HOBMHA WJIM IOTBPCETE €KCIepT [0 TeMaTa OT JajJieHaTa MHCTUTYLHS. AKO HE € IOCOYEH
U3TOYHUK, € PEJIHO Jla C€ CbMHSABATE B JJOCTOBEPHOCTTA Ha HOBHMHAaTa. B moBeueTo nocTOoBEpHU
MaTepHaly ce MOCOoYBa HAaYMHA Ha chOMpaHe Ha MH(pOpMalMITa M aBTOpa Ha IyOJUKAIUATA.
[IpenopbunTeHO € 1a Ce CpaBHU MHPOPMALUATA, AKO € MYOJUKYBaHA B PA3TUYHU U3TOYHHUIIY;

* AKO monajHeTe Ha cTaTusl, IyOJIMKyBaHa B HEMO3HAT 3a Bac OJsior, a MH(opManusaTa He €
TUpaXXUpaHa HUKBJE ApYyrajie, ToBa € 3HaK, Ue HOBUHATa Moxe Ou e ¢anmmsa. Bunaru repcere u
JPYTH Pe3yiTaTH MO TeMaTa, a aKo T€ Ca MaJIKO WJIM HUKAKBH, 110-100pe He pa3lpocTpaHsIBaiiTe
HOBMHATA,

* [IpoBepere naTarta Ha myOIMKaLUATA, ThI KAaTO YECTO CTAPU U HEAKTYAJTHU HOBUHH C€ ITYCKaT
KaTo HOBH.

OHJIAH (KMBEP)TOPMO3BT MPEACTABISIBA W3MOJI3BAHETO HA WHTEPHET 3a
HaHacsHE Ha €MOLMOHAJHA BpeAa BbPXY APYrd Xopa. TOpMO3BT B MHTEPHET MOXKE Ja UMa
paznuunu Gpopmu. Tolt MoXke 1a MUHABa Npe3 Pa3NpOCTpaHsiBaHE Ha MOAUTPABATEIHU U OOMIHU
CHHUMKH ¥ BHJICOKIIUIIOBE B CAMTOBE 3a CHOJENSIHE Ha BHUACOCHABpKaHHE Kato Vbox7 u
YouTube, cb3aaBane Ha ¢danmmBy OIpoPUIN ¢ OOMIHO ChIbP)KaHUE B COLUAIHU MPEXKHU KaTo
Ask.fm, ®eiicOyk n MHCTarpam, KakTo U B CHOOLICHUS M M300pakeHUS B MPUIIOKCHUS 32
KoMyHuKanus karo Ckaiin u Baiiobp, mnm B u3mpamiaHeTo Ha OOMIHM CHOOIIEHUS U
KOMEHTapH, B CHIIUTE CAUTOBE U TIATPOPMHU.

KPAKBATA HA ITPO®UJI (xakHaT npo¢uii) mpeacTaBisiBa IPUCBOSIBAHETO HA
qy)XJl MOTpeOUTeNCKH MpouI B COlMalHA Mpeka, miargopma 3a oOuryBaHe (HampuMep
DeiicOyK), eneKTpoHHa Toma uiau Apyr caiit. KpaxGata cTtaBa Bb3MOXKHA 4Upe3 BIM3aHE C
IpaBUJIHATA Mapoja M HeWHaTa MOAMsSHAa C HOBa M HEU3BECTHA 3a YOBEKa, Ha KOTrOTO
pUHAAIEXU TpopunbT. Bp3MoXkHO € cien kpak6aTra mpouibT Aa ce U3Moa3Ba 0e3 3HaHHETO
Y CHIIIACHETO HA ITbPBOHAYAIHHUS COOCTBEHUK. AKO Ha JIETE 1O/1 33bJDKUTEITHATA 32 TIOBEYETO
COLIMAJIHU MPEKH BB3pacT OT 13 rouHu (Ta3u Bb3pacT € Takapa, 3al0TO MO- rojiiMaTa 4yacT OT
MIOITYJISIPHA COIMATHM MPEXH Ca aMEpUKAaHCKU W TpaBHJIaTa 3a IMOJI3BaHE ca ChOOpPa3eHU ¢
aMEepHKaHCKOTO 3aKOHO/ATEJICTBO) C€ Ch3/1aBa cOOCTBEH Mpoduil BbB DelicOyK, MHOTO € Ba’KHO
npu n30opa Ha BB3pacT ja ce u3zbepe mon 18 roaumHu, THH KaTo 3a HEMBIHOJETHUTE
NoTpeOUTENN UMa BaKHU JTOIBIHUTEIIHU 3AILUTH.

KPAXKBATA HA JIMYHU JAHHM e Bug KOMOIOTBPHO MPECTHIIEHHUE, IPU KOETO
ce IpuA00MBaT YyKAH JIMYHU JAHHU C 1€ (GUHAHCOBA U3MaMa WK 3J10ynoTpe0a KaTo TerjieHe
0T 0aHKOBa CMETKa, WJIM KaHIUJATCTBAaHE 3a KPEOUT OT 4UyXKIO uUMe. Ta3u OMacHOCT IO
INPUHIUI HE 3acsra Mo-MajKuTe Jela, KOUTO He NMPHUTeXaBaT JUYHH JOKYMEHTH, OaHKOBH
cMeTkn niu Kaptu. Ho mpu TuiiHenpxbpure Haja 14-roauinHa BB3pacT TO3M PHUCK CTaBa
aKTyaJleH.

OUIINHI' ATAKHUTE ca Haii-pasnpocTpanenara gopma Ha VHTepHeT m3Mama u
IIMPOKO M3MOJ3BaH IOXBAaT OT KOMMIOTHPHU MPECTHIIHUIM 3a IOJy4yaBaHE Ha Ba)KHA
uHpopmanusa. ToBa mpecTbIUieHHEe ce Hapuya ,,pumuHr’ (,,phishing” — "3apubsiBane”,
nponsiu3a ot fishing — pu6os10B), 3aII0TO €EKTPOHHUTE CHOOIIICHUS, KOUTO CE pa3mpaInar, ca



KaTo ,,BbJIMIK° C OCHOBHA ILI€Jl TOJIy4aTeluTe Ja c€ ,,XBaHAT Ha TAX MOpaaud CBOsTa
HEOMUTHOCT U HEOCBEJOMEHOCT, KaTO UM OTroBOpsT. [Ipu dpummHara n3amMaMHHUIIMTE pas3mpaniaTt
€JICKTPOHHA TI0II[A, KOSATO MPEeTEeHANPA, Ye UABa OT TOYTEHA KOMIIAHHS U CE ONUTBA J1a yoeau
rmosTyJaTesis Ja Jaje BakHa JMvHa Wik GpuHaHcoBa nH(opManus. EnekTpoHHOTO choOieHne
OOMKHOBEHO MOJIH J1a C€ M3MPATAT JINYHH JAHHH U JAHHU 32 0aHKOBA CMETKA B OTTOBOP WJIH Ja
ce BbBeJaT Ha yeOcalT, KbM KONTO MMa Bpb3Ka. Te3W JaHHU ca HApHUMEp MOTPEeOHUTEICKU
HMMEHa, MapoJii 1 HOMEpa Ha KPEIUTHU KapTH.

KAK CE ITA3BAPYBA BE3OIIACHO B UHTEPHET? Ilpean na naszapyBaTe OT
SJICKTPOHEH Maras3uH, € MoJIe3HO J1a O0bpHETE BHUMAHKUE HATMYHA JTH € HH(OpMAIIHS 32 UMETO,
anpeca u TenedoHa Ha Thpropeua. He mpomyckaiite aa mpoBepuTe U Jalld JOCTAaBUUKBT €
MOCOYMJI U3PUYHO TIPABOTO BU 10 3aKOH J1a ce OTKaXkeTe OT MopbukaTa B paMKuUTe Ha 14 qHu.
[Tone3no 6u 6uio aa mpoyerere BbB (OPYMHUTE OT3UBH OT JIPYTH MOTPEOUTENH, KOUTO BEUe ca
razapyBaji OT BBIIPOCHUS €JIEKTPOHEH Mara3uH, KbM KOWTO CT€ C€ HACOYMWIH. THProBeibT €
JUThXKeH J1a Bu uHpopMupa 3a OCHOBHUTE XapaKTEPUCTUKH HA BCAKA OT MPEAJIaraHuTe OT HEro
CTOKHU M yciyr. Toil TpsiOBa a MOCOYM TsXHATA IIeHA C BKIIOYEHU BCUYKHU JAHBIM U TAKCH,
KaKTO U CTOMHOCTTA HA TMOIIEHCKUTE WM TPAHCIOPTHUTE Pa3XxoaM, aKO HE C€ BKIIOUYCHU B
KpaiiHaTa 1eHa. Ha caiita cienBa ga ObAe MOcoYeH HAYMHBT Ha IUIAIllAHE, JIOCTaBKa M
U3MbJIHEHHE Ha J0roBopa. Baie mpaBo € 1a BbpHETe, 3aKyleHaTa OT €JEKTPOHEH Mara3uH
CTOKa, aKo ce oKaxe AedekTHa. PeknamanusaTa cu 3a AedeKkTHa CTOKA Clie[Ba a MPeIsiBUTE B
HSKOU OT OOEKTHTE Ha TBHProBera, OT KOWTO CTE s 3aKymWiIH. AKO THPTOBEIBT YBaXKU
peknamanusta Bu, B pamkuTe Ha Mecell TpsOBa WK Jja peMoHTHpa Oe31iaTHo 3a Bac cTokara
WM Ja 1 3aMEHM ¢ HOBa. B cityyaii ue He ycree 1a CTOpH €HO OT JIBETE, CJe/IBa WX /1a HaMaJlu
LIeHaTa, WM J1a BbpPHETE CTOKaTa, a TOM Ja By Bb3CTaHOBM 3aIjiaTeHaTa 3a Hes cyma.

SAIUTA HA KOMITIOTBPHUTE MPEXKH OT OITACHA EJIEKTPOHHA ITOIIIA

1. Hetps0Ba 1a ce nposiBsIBa MHUIIMATHBA 3a I10JIy4aBaHe Ha UMEII TCMa, UHTEPHET
CTpaHUIM, KOUTO Mpejyiarat Oe3MIaTHU WM TUIATEHU YCIYTHU U CTOKM, YECTO Mpeiaraiu 1a
BU M3IPATAT MPOMOLIKH 10 e-mail. OTkaxkeTe TakaBa yciyra.

2.  Hwmeiin agpecsT ce crojens camo npu Hyxnja. Koraro ce nmpenaBa nmo eiuH WIu
JpyT NOBOJ, C€ BHUMABa 3a CIEIHUTE JIBE€ HElla: IbPBO AU OPraHMU3alMATa WX YOBEKBT,
KOUTO I'0 II0JTy4YaBarT, I11€ BU U3NPpaTH HEKeJIaH UMEIT; BTOPO, MOKE JIU J]a CE Pa3unTa, 4e UMe
aZipechT HAMA J1a ObJie Ja/ieH Ha TPETO JIMLIE.

3. He ce oTBapsaT umelnnTe B HexkenaHa noia. Hukora He ce oTBapsiiTe NpUKaueHU
(hbaiisoBe B CHOOIICHHUS OT HEMO3HAT M3Mpaliad. AKo He ce IMo3HaBa UMETO B mojieto ,,OT”, He
OTBapsiiiTe MpUKadeHus Qaii.

4.  Axo ce MOJy4d HEOUAKBAHO ChOOIIEHHE ChC CTPAHEH MpHKadeH (ailyl OT mo3HaT
u3Mpariay, To O MOTJIO Jia ChAbPKa BUPYC. MHOTO 3JI0BpEIHU IPOTpaMu ce pa3poCcTpaHsIBaT
710 BCUYKH KOHTaKTH, KOUTO HAaMEpSAT B IOIIaTa Ha 3apa3eHusi KOMIIOTHp. TakuBa choO1IeHus
YecTO UMaT CTpaHHa TeMa MM UMe Ha MpukaueHus ¢aitn. YecTo TOBa € EeroBUTO ChoOIIeHNE,
HachpyaBalllo IMoJiydaTess Ja BUAM KapTUHKA WIM Ja IpodeTe MpPUKadeH TEKCTOBH (aill.
Bunaru u3uckBaiiTe NMOTBBpPXKAEHUE OT HM3Mpaliaya, Opeaud Ja OTBOPUTE CHOOIICHUE WIIH
MpuKaveH (aia oT TaKbB BUL.

5. TlpoBepsiBa ce MBIHOTO MUME Ha NpuKadeHus ¢aitn. CKpUTUTE PA3IMIUPEHHUS OT
UMeTo Ha (hailyia Morar aa 3a0JIyIT 1a OTBOPUTE 3apa3eH NMpHuKadeH (aiin oT uMeitna. Bunaru



ce MpOBEpsABa JaJM HUMEINI MPUIOKEHUETO IMOKa3Ba IBIHOTO MME Ha MpHUKadyeHUs Qaii,
BKJIIOYMTEIHO pa3lIupeHueTo. Bupycu u yepBen mMorar Jia ce CbIbpxkKar BbB (ailiioBe, KOUTO
M3IIIeKIAT KaTO KapTUHKH, HAIlpUMeEp ¢ pasmupenue .jpg. Ho € Bb3MOXKHO J1a UMaT CKPUTO
pasIIupeHne, KaTo .exe WiK .vbs KbM UMETO Ha (paiiia, KOeTo 03HauaBa, 4e MpUKauYeHUT pailn
HE € KapTHUHKAa, a Iporpama, KOsITo 1€ ce€ CTapTHpa, IIOM CE€ OTBOPU NpUKadeHHUs (Daili.

6. BuumaBa ce c¢ ¢QammuBUTE NpPEAYNpPEXICHUS 3a Bupycu. DammmBute
IpeaynpexaeHus 3a BUpycu ca u3BectHu kato "hoaxes". ToBa e panmuBo crobiienue, KOeTo
MOJIBEXKJIA OTPEOUTENNTE J1a BAPBAT, Y€ ca MOJYYWJIU BUPYC U M HachbpyaBa Ja MpenparsT
MIPENYNPEXKACHUETO Ha BCEKH, KOTOTO I103HABAT.

7. He otBapsiiTe umeils, cbIbpikall HeEXelnaHa pekiama. Tol Moxe Ja Obae
U3II0JI3BAH 3a NIPEHACsHE Ha BUpycH U yepBer. OT choOpaXkeHus 3a CUI'YpHOCT O TpsiOBao Ja
M3TPHUBATE BCUYKH PEKJIAMHH ChOOIICHNS OT HEMO3HAT MU3IIpalay BegHara, 0e3 a ra oTBapsTe.

8. He ce usmomsBa caMo eqHa MOIIEHCKA KyTHs 32 BCHYKO. CIEIUATMCTUTE I10
KHOEpCUTYPHOCT IPENopbyBaT Jla Ce OTKPUBAT HAKOJIKO Pa3IMUHU MOIIU U /1a Ce pa3JessaT Mo
IpeJHa3HauYCHHE.

9. H36sraaiiTe chlIO Taka Jja Npenpaiare NucMa MeXay HAKOJIKO BalllM MOIEHCKU
KYTHH.

10. He e mpemopbuMTeNIHO Ja Ce Mpenpam@ar NUCMa /0 HAKOJIKO YOBEKa
enHoBpeMeHHO. Oco0eHO TakuBa, OT THIMA - "HpenpareTe ro A0 7 4OBEKa W 1€ BU CE CIy4d
Hemo xy6aBo" wiM "moMorsHere Ha 60JHOTO MU JI€Te, KaTo MPENnpaTuTe TOBAa MHUCMO Ha MHOTO
X0pa, eIy KOW cu Ie MM Jajie 3a BCEKM 3 uMelna 5 ueHTa, Hampumep. Te3um mucma ce
pasnpocTpaHsBarT C 1ieJ1 CbOMpaHe Ha JSHCTBUTEIHU UMEIIT aJIpecH, ThH KaTo IIPU penpaliaHe,
KBbM IIUCMOTO €€ 100aBAT aBTOMAaTUYHO U aJIpecuTe Ha MpeaHuTe nosuyyarenu. Cies HIKOIKO
Ipernpauianys, B eJHO TaKoBa MUCMO c€ ChOUpAT HAKOJIKO CTOTHIM pealHd MMEHn ajapeca,
KOUTO CJIe/l TOBa ce MpojaBaT Ha (UPMHU 3a CIIaM.

11. Ako Bce mak uMckare Jia MpenpaTuTe HAKaKbB TEKCT WU MH(pOpMalns, KOATO CTe
MOJTyYMJIH, KOTIMpalTe TEKCTa U Io U3lpareTe KaTo HoBO mucMmo. He npenpainaiite npenHoro,
BBIIPEKH Y€ € MPUMaMIIMBO MO-JiecHO. Taka 11e mpeana3ure NpusaTeaInuTe cu oT ObIeH] CIIaM.

12. Ako mopaau HsKaKBa MPUYMHA JBPKUTE JIa TMPENpaTUTE OPUTHHATHOTO MUCMO,
cinoxete azpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOH OT MostydaTenuTe HsMa
Jla BUAM aJIpecuTe Ha JIpyrute noiydarenu. [IpuunHaTta aa ro u3nos3BaTe HE € Jla CKpueTe
nojyyaTteiauTe €AMH OT Jpyr, a Ja T'M IpelanasuTe, B CiIydail 4e ajpecHaTra KHUTA WM
€JIEKTPOHHATa TOIla Ha HAKOM OT TSAX CTaHe JOCThIIHA HAa CHaM-00T (Hampumep MOpaau
BHUpYCHA UH(EKIINS Ha KOMIIIOTHPA MY).

13. Tlewan6a ot motapwusi: He cTe crnedenmwid. CriaMbpUTe H3MONI3BAT HAK-Pa3TUIHU
NpUMaMIIMBU 3arjaBHs Ha NHMCMaTa, 3a Ja HakapaT MOJydarens Ja T'd OTBOpH. MHOro
moTpeOUTeNn HAWCTHHA OTBApAT MOM00HW mwcma. Jlopu cien oTBapstHETO BeaHara Ja To
U3TpUETE, CAMOTO OTBapsiHE HA MUCMOTO OM MOTJIO J1a MOTBBPIH, Y€ aAPEChT € pPealeH U BHUe
CT€ I'0 MOJIY4UJIIH.

14. OtnucBade oT OrOJIETHH, 3a KOHTO He IIOMHHUTE Ja CTe ce 3amucBaiv. Yecto
CpellaH METOJ, M3MOJ3BaH OT CHaMbpHUTE 32 HaMHUpPaHE Ha AKTMBHUTE TOLICHCKU aJpecH.
Wznpama ce OroeTHH C JIMHK 3a OTNHCBaHE (yX) OT moiyyaBaHero My. OTmucBaiiku ce,
BCBIIHOCT MOTPEOUTENST NOTBbPK/IaBa, Y€ M3I0JI3Ba IMOIIEHCKaTa KyTHs, C KOETO BeJHara
BJIM3a B CllaM JUCcTUTE. BMecTo 11a ce oTnicBare, 6JI0KUpaiiTe NOIy4aBaHETO HA MMCMA OT TO3H
azpec.



15. He otBapsiiTe nmucma, kouto ca (umuHr araku. Haii-goOpust HaymH na ce
3alUTUTE OT (PUIIMHT aTaKW € KaTO HUKOTa He OTBapsATe (GUIIMHI MHCMA, HO YECTO € TPYAHO
7la ce pa3no3Hae Koe MUcMo € (puIMHT ataka. MoXkeTe J1a TH pasno3HaeTe 1o:

* O6prbienuero e "Dear Customer" unu "Dear User", a e Bamero ume.

* B nucmoTo nuimre, ye akayHTHT Bu e Oble mpekpaTeH B Cilydail, 4e He MOTBbPAUTE
JnaHHUTE cU He3abaBHO. /Hackopo crambpute u3noi3Baxa nojgo0eH noxsar koraro Ckaiin ce
cpuHa 3a | gen. Paznpoctpanuxa chOOIIEHUs, Y€ CKAMM IIe YMCTH HEAaKTUBHU aKAyHTU U Ce
HCKallle J1a ce pasnpaTH choOleHne Ha oHe 15 moTtpedurens, 3a 1a ce T0Kaxe aKTUBHOCT./

* IMeitnbT uBa OT akayHT, MPWJIAYAIl, HO HE €HAKBB C TO3U, KOWTO M3IMOJ3Ba U3BECTHA
¢bupma, opranuzanus 1 Jp. AKO HE CT€ CUTYPHU JajH MUCMOTO € (PUIIMHT WK He, Hail-1o0pe
€ J1a He OTBapsTe JUHKOBE, KOUTO ca MyOJIMKyBaHU B HEro, a /1a HallMIIeTe Ha pbKa ajpeca Ha
caiiTa, KOMTO BH € HEOOXOIUM.

* AKO CTe TOJIYYHJIH TaKOBa MHCMO, 32 TIPEANIOYUTAaHE € Aa OJIOKUpare ajapeca, OT KOHTO e
usnpateHo. Koraro ro 6nokupate, Bue naBate ykasaHHs Ha MOIICHCKUST KIMEHT, Y€ TOBA €
cnaM u He TpsiOBa 1a ce npuema. [loBeyeTo morpedurenu odbaye mpocTo U3TPUBAT cliama U TOM
MPOIBJKABA /12 UJBA B KyTUATA.

Hacrosimure mpaBuia ca paspaGoreHd ¢ orJjex (GopMHpane HA NOJIMTHKA B
YYHIIMIIETO, KOUTO 12 OPraHU3HPAT H3NO0JI3BAHETO HA 00PA30BATEIHUS IOTEHIHA KAKTO
HA KOMIIOTHLPHATA MpeKa Ha 00pa3oBaTeIHATA MHCTHTYUHs, TAKA W HA IJI00aJHATA
MPpeKa, B ChUETAHHE ChC CHCTEMA 0T MEPKH 32 CHTYPHOCT M $€30IaCHOCT HA yYEHHUIUTe.
Ipuaaranero MM Ha NPAKTHKA UeJIH NOBHINABAHETO HA WHQOPMHUPAHOCTTA M
JMTCUTAJHATA TPAMOTHOCT HA OOIIHOCTTA OT JieNa, POAMTENH, YUHTeJH, TUPEKTOPH H
cayKuTe . !

! TIpaBunata ca chriacyBaHu u pa3pabOTEHH U C YUaCTHETO HA eKCIIepTH oT oTaen ,, KubepnpecrsnaocT” kbM I'nmaBHa
JIupeKis ,,bopba ¢ opranusupanara npecTbnHOCT U ¢ L{eHThpa 3a 6e30maceH HHTEPHET.



